I. INTRODUCTION
Bitcoins are scarce digital commodities that enable parties to transmit messages over a network that serves as a universal public ledger. This ledger, also known as the block chain, records the messages and is a common feature of all cryptocurrencies, so named because they use computational methods that securely transmit messages. Software developers are currently creating applications that use bitcoins to enable transactions that are automated, disintermediated (peer to peer), and secure. These transactions are often referred to "smart contracts" and are designed to take the form of decentralized exchange not reliant upon intermediaries such as banks, exchanges, or dealers.
As a reflection of its value and multifaceted nature, bitcoins are not just an input to innovative software applications. To date, the most common use of Bitcoin messages has been for trade-to transfer bitcoins from one person to another in exchange for fiat currency or for goods and services. For this reason, Bitcoin is commonly (and narrowly) viewed as a digital currency or payment mechanism.
When used as a means of exchange, the rate of exchange between units of bitcoin and fiat currencies has been volatile, as shown in the following figure: Due to the price volatility of bitcoins, firms are developing derivatives so that merchants, payment processors, and others that accept or hold bitcoins can reduce their exposure to its price risk. Firms are also developing Bitcoin derivatives for two other reasons common to many types of derivatives: (1) to enable parties to speculate on prices, and (2) to enable parties to invest in bitcoins without actually holding bitcoins (known as a synthetic investment). Without Bitcoin derivatives, merchants that accept bitcoins for payment typically immediately sell the bitcoins they receive to eliminate their exposure to price risk. This activity perversely reduces the price of Bitcoin the more it is adopted by merchants. But with Bitcoin derivatives, merchants are far more likely to hold the bitcoins they receive as payments, thereby causing the price of Bitcoin to be less volatile and better reflect its value to market participants.
This statement first discusses regulatory issues and framework applicable to derivatives that reference Bitcoin.
1 It next surveys the growing number of firms that offer Bitcoin derivatives. Finally, this statement considers derivatives that are transacted through the underlying Bitcoin block chain protocol and considers how they should be regulated.
II. CFTC REGULATION OF BITCOIN DERIVATIVES
Bitcoin derivatives may take the form of futures, forwards, swaps, and options. Most of these derivatives are subject to regulation by the Commodity Futures Trading Commission (CFTC) pursuant to the Commodity Exchange Act (CEA). 2 The CFTC regulates futures and swaps markets to protect buyers and sellers of derivatives, and other participants in the derivatives markets, from fraud, market manipulation, abusive practices, and systemic risk. 3 Bitcoin derivatives would likely not be subject to the full scope of regulation under the CEA to the extent such derivatives involve physical delivery (as opposed to cash settlement) or are nonfungible and not independently traded. In addition, Bitcoin swaps are currently too illiquid to be subject to mandatory clearing.
A. Futures
In a futures contract, one party agrees to deliver an underlying asset or its cash-equivalent to another at a later time at a pre-specified price. 4 A party concerned with Bitcoin prices decreasing would take the "short" position in a futures contract and agree to sell Bitcoin at a specific price. For example, on January 1st one party may agree to sell 1 bitcoin on February 1st for $800. This agreement would lock in a bitcoin-to-dollar exchange rate of 0.00125 bitcoins, or BTC. A company that owns or expects to be paid in bitcoins, and is concerned about the value of bitcoins dropping against the dollar, would be protected against that risk. On the other hand, if bitcoins became more valuable after January 1st, the futures contract would still require the buyer to sell at what would be below-market prices.
Futures are standardized with respect to all terms except for price. They specify the underlying asset, the amount of the asset to be exchanged, the place and month for delivery, and the price. 5 The CFTC defines a future as "[a]n agreement to purchase or sell a commodity for delivery in the future" in which the price is determined at the outset of the agreement. 6 With few exceptions, the definition of commodity is defined broadly to include all agricultural products and "all services, rights, and interests . . . in which contracts for future delivery are presently or in the future dealt in." 7 The CEA categorizes commodities into one of three categories: "agricultural commodities" such as soybean and wheat, 8 "excluded commodities" which are made up of financial interests such as prices and price indices, interest rates, and currencies, 9 and a catch-all category of "exempt commodities" that includes energy interests, precious metals, and measurable events such as the weather. 10 The following figure illustrates these categories of commodities:
Figure 2: Categories of Regulated Commodities
The CFTC also distinguishes commodities based upon whether they are financial or nonfinancial in nature.
11 Another distinction is between tangible commodities (such as crops and currencies) and intangible commodities (such as price indices, pollution allowances, and contractual rights).
12
Commodity futures are subject to the CEA and regulated by the CFTC and entities that have self-regulatory responsibilities, including futures exchanges and the National Futures Association. Under the CEA, futures may only be traded on regulated exchanges. 13 Accordingly, trading a futures contract requires an account with a futures exchange and compliance with the exchange's requirements such as posting collateral when entering the contract (initial margin) and paying more collateral if the market value of the contract decreases (variation margin). Trading futures often takes place through an intermediary known as a futures commission merchant.
The CEA categorizes regulated futures exchanges as a type of designated contract market that are required to comply with 23 "core principles." 14 These principles effectively require exchanges to establish and enforce rules to protect customers, prevent fraud and manipulation, agricultural commodities (e.g., wheat, sugar) excluded commodities (e.g., currencies, price indices) exempt commodities (e.g., energy interests, metals) commodities maintain and disclose records, and maintain fair and orderly markets by, for example, enforcing position limits. 15 Regulated exchanges are available to ordinary retail investors. 16 In addition, other futures market intermediaries are required to register with the CFTC and are subject to wide ranging regulation. These intermediaries include futures commission merchants (that serve the function of brokerages), 17 introducing brokers, 18 commodity pool operators, 19 and commodity trading advisers. 20 The CEA and CFTC regulation impose a wide variety of requirements on these intermediaries, including obligations involving disclosure, reporting, recordkeeping, ethical requirements, protection of customer funds, and capital requirements. 21 Although bitcoins fall under the CEA's definition of commodity, it is unclear what category of commodity they fall under. Bitcoins may be categorized as an excluded commodity if they are viewed as being a type of currency or other financial interest. A means of payment is certainly one use for bitcoins. On the other hand, there are several reasons why bitcoins should be categorized as an exempt commodity. First, bitcoins may be viewed as being similar to precious metals because they are limited in supply, capable of being physically delivered (at least in a digital sense), and obtained through the computational equivalent of physical mining. In addition, like metals, bitcoins are a capital good because they are used to produce other goods and services such as digital assets and contracts. 22 Second, the CFTC classifies intangible commodities as exempt commodities "if ownership of the commodity can be conveyed in some manner and the commodity can be consumed." 23 Bitcoins may accordingly be viewed as intangible exempt commodities because, even though bitcoins are digital, they can be owned and "consumed" in the sense of being spent (or traded). Finally, bitcoins may be categorized as an exempt commodity because commodities that fail to meet the definition of an agricultural commodity or an excluded (financial) commodity are classified as exempt commodities. 24 Classifying bitcoins as exempt commodities and not as excluded (currency) commodities would be consistent with the approaches taken by U.S. Treasury Department's Financial Crimes Enforcement Network and the Internal Revenue Service. 25 Accordingly, despite the unique nature of bitcoins, they fall within the definition of commodity for the purposes of futures regulation. Whether bitcoins are classified as excluded or exempt commodities may have regulatory implications for Bitcoin swaps and for contracts sold to retail investors. 26 Any futures contract referencing bitcoins will thus be subject to the full scope of regulation under the CEA. At a minimum, this means that Bitcoin futures must be traded on existing regulated exchanges such as the Chicago Mercantile Exchange. Otherwise, any platform that offers Bitcoin futures would have to come into compliance with the wide-ranging and costly regulation required by the CEA for regulated futures exchanges.
B. Forwards
A forward is a contract whereby parties agree to trade an asset at a later date at a price specified in the present. 27 For example, a contract where an oil refiner pays an oil producer to deliver oil at a specific time in the future and at a specific price is a forward contract. 28 In contrast to futures, forwards are negotiated to the specific risks and other terms that parties are concerned about and do not trade on centralized exchanges.
Importantly, forward contracts are excluded from CFTC regulation. 29 The court in CFTC v. Erskine summarized the policy rationale behind the forward exclusion:
The purpose of [the] "cash forward" exception [to CFTC regulation] is to permit those parties who contemplate physical transfer of the commodity to set up contracts that . . . reduce the risk of price fluctuations, without subjecting the parties to burdensome regulations. These contracts are not subject to the CFTC regulations because those regulations are intended to govern only speculative markets; they are not meant to cover contracts wherein the commodity in question has an "inherent value" to the transacting parties. 30 The forward exclusion originated in permitting farmers and crop buyers to lock in a price without being subject to a legislative scheme intended to curb "excessive speculation and price manipulations occurring on the grain futures markets," 31 but not the grain markets themselves. 32 The forward exclusion applies not to price speculators, but to parties for whom the commodity has "inherent value;" that is, to those that actually use underlying commodity for commercial purposes. 33 However, the distinction between a futures and a forward is not defined by statute or regulation and may be unclear. Accordingly, courts have adopted various approaches to determine whether parties are unlawfully using off-exchange futures contracts disguised as unregulated forwards.
Traditionally, the distinction between futures and forwards turns on an analysis of the totality of the circumstances surrounding the contracts in question. Under this approach, some of the main differences between futures and forwards are that forwards are non-standardized, do not trade on an exchange, and, perhaps most importantly, are intended by the parties to physically deliver the commodity as opposed to a cash settlement of the market versus contract price difference. 34 In the words of the CFTC, the "primary purpose of a forward contract is to transfer ownership of the commodity and not to transfer solely its price risk." 35 Transfer of ownership may include the transfer of intangible commodities, such as pollution rights, such that a contract that transfers the ownership of an intangible may qualify as a forward contract. 36 In CFTC v. Co Petro Marketing Group, the court found that contracts marketed to the public for the purchase of fuel that did not require physical delivery to be futures. The court explained that purchasers of such contracts were speculators without the intent or capacity for physical delivery.
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Other factors the Co Petro court considered important in finding the contracts to be futures were their high degree of standardization, and that Co Petro acted like an exchange by promising to offset its customers' contracts and standing ready to liquidate the contracts and collect customer deposits. 38 In In re Grain Land Cooperative, the court found that a cancellation provision in a contract for a producer to deliver grain was the decisive factor in precluding the contract from being a forward. 39 It further held that the contracts in question were futures because they were used by producers to speculate, never intended for physical delivery, and standardized as to quantity, delivery, and fees. 40 More recently, courts distinguishing between futures and forwards in the context of currencies have rejected the totality of the circumstances approach. Instead, they articulate the distinction as being that futures markets are for the sale of contracts independent of commodities while forward markets are for the sale of commodities. 41 In other words: a forward contract is a "sale for deferred delivery. A futures contract, by contrast, does not involve a sale of the commodity at all. It involves a sale of the contract." 42 In CFTC v. Zelener, the court held that contracts that permitted buyers to purchase currency on a deferred basis were forwards and not futures because the contracts were not fungible (each customer purchased a unique amount and had unique settlement dates) and hence there was no trading of the contracts. 43 The contracts were found to be forwards despite the fact that they permitted customers to obtain the economically equivalent position as a futures contract by continually extending their contracts and postponing delivery of the currency. 44 Zelener also identified two essential characteristics of futures (as opposed to forwards) markets: the existence of a centralized (intermediary) clearinghouse that takes on counterparty risk, and the ability to exit a position by purchasing an offsetting contract from a dealer. 45 Yet another approach to distinguishing between futures and forwards was put forward by the Sixth Circuit Court of Appeals. 46 The court in CFTC v. Erskine stated that "a futures contract is a contract for a future transaction, while a forward contract is a contract for a present transaction with future delivery." 47 The court argued its approach was superior to the traditional totality of the circumstances test and the Zelener approach because it applies to intangible commodities such as prices as well as physical commodities. 48 Erskine specifically defined each type of contract with a six-element set of characteristics. Applying those definitions to the contracts at issue, Erskine found that contracts to buy or sell foreign currencies were forwards because they were not fungible, not traded on an exchange, did not have set unit sizes or require a particular currency, and did not have a set price or settlement date. 49 The Erskine court found the contracts to be forwards despite them being cash settled (no physical delivery) and permitting continuous roll over (or offsets). 50 Indeed, both of these latter two approaches to the futures/forward distinction reject the relevancy of whether the contract intends or results in physical delivery of the commodity. 51 (I'm not sure why he had to state two ways for future/forward. Is this really that important of an issue?) Just like other commodities, certain types of contracts will qualify as Bitcoin forwards, and not Bitcoin futures, and hence not be subject to the full scope of regulation under the CEA. Depending on which of the foregoing approaches a court applies, Bitcoin derivatives are more likely to qualify as forwards to the extent such contracts involve physical delivery or are nonfungible and not independently traded.
C. Swaps
A third type of potential Bitcoin derivative is a Bitcoin swap. A swap is a contract in which each counterparty agrees to an exchange of payments related to the value or return of some underlying asset or event. 52 The structure of Bitcoin swaps may resemble a foreign exchange (FX) swap. In an FX swap, two parties borrow a foreign currency from each other and agree to pay each other back at a specified exchange rate.
53 FX swaps may also be cash-settled and not entail the parties actually exchanging currencies. FX swaps are used to hedge against or speculate on foreignexchange (rate) risk. A merchant accepting Bitcoin would be able to use a Bitcoin swap to protect itself against a price decrease by being promised to be paid if the value of Bitcoin drops relative to the dollar. Trading a swap that references an index of virtual currencies could be another way to hedge Bitcoin price risk.
The Securities and Exchange Commission (SEC) has exclusive jurisdiction over swaps based on securities and narrow-based indices. The CFTC has exclusive jurisdiction over most other types of swaps, including those based on commodities, currencies, and interest rates. 54 Swaps must be cleared by a regulated central counterparty clearinghouse 55 and be traded on either a designated contract market or a swaps execution facility (SEF), unless no such trading venue makes the swap available for trading. 56 Nonetheless, uncleared swaps are still subject to mandatory margin, reporting, and margin segregation requirements.
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The CEA defines a SEF as "a trading system or platform in which multiple participants have the ability to execute or trade swaps by accepting bids and offers made by multiple participants." 58 SEFs must comply with 15 core principles and regulatory requirements including executing trades through an order book or a request for quote system involving three or more participants. 59 In contrast to multi-dealer SEF platforms, single-dealer trading platforms are not required to register and be regulated as a SEF or a designated contract market. 60 In a single-dealer platform, only one market participant is able to trade with other traders.
Swaps contracts are not available to retail investors; parties to a swaps contract must be eligible contract participants. 61 In practice, parties to a swaps contract typically enter a trade with a futures commission merchant who in turn transacts with a clearinghouse.
The two major categories of regulated entities are swaps dealers that make markets in swaps, and major swaps participants, so defined because their swaps exposures are deemed to pose a systemic risk. 62 These entities are required to register with the CFTC and are subject to a wide range of disclosure, reporting, capital, clearinghouse margin, and business conduct requirements.
63 Non-financial, commercial end-users of swaps are not subject to entity-level regulation or the mandatory clearing and trading requirement so long as they only use swaps to hedge commercial risk. 64 For example, an airline may use swaps to hedge their exposure to increases in fuel prices without being subject to the regulations. Nonetheless, all users of swaps are prohibited from engaging in fraud or manipulative behavior.
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As of March 2014, the CFTC has applied the clearing requirement to standard interest rate swaps and certain index credit default swaps. 66 This determination was based on what swaps were actually being cleared by clearing organizations. 67 The Treasury Department, pursuant to its legislative authority, 68 exempted certain physically settled foreign exchange swaps and forwards from the clearing and trading mandate.
69 This is because the physical settlement risk associated with the contracts is well managed and they are short-dated such that compliance with the mandate would not reduce systemic risk. 70 Non-deliverable foreign exchange forwards were not exempted by the Treasury Department, and therefore are subject to the clearing mandate unless the CFTC provides an exemption.
It is not clear what swaps the CFTC will determine qualify for an exemption or will subject to mandatory clearing requirement in the future. It is important to note, however, that not all swaps can be cleared and traded in a practical or economic sense. Among other characteristics, swaps that are capable of being cleared and traded must possess a sufficient degree of standardization and trading volume. 71 Bitcoin swaps are not likely to be subject to the mandatory clearing requirement due to a lack of sufficient trading volume. Nonetheless, they would still be subject to the margin and other requirements for uncleared swaps. In addition, to the extent that Bitcoin swaps are structured and are recognized as foreign exchange swaps, they may also be exempted from mandatory clearing and trading.
72 Alternatively, to the extent a Bitcoin derivatives contract is structured and recognized as a contract involving a nonfinancial commodity intended for physical delivery, it will be deemed a forward contract and hence excluded from any aspect of swaps regulation. 73 Merchants that accept Bitcoin are likely to fall under the commercial end-user exception to mandatory clearing and trading. This is because merchants would be entering into the swap to hedge the commercial risk associated with accepting Bitcoin as a method of payment. In principle, the use of Bitcoins swaps for this purpose is no different than a merchant using FX swaps to hedge foreign currency exchange-rate risk when it sells overseas-a well-recognized category of exempt commercial end-user. 74 
D. Options
Option contracts are a fourth type of possible Bitcoin derivative. A call option gives the purchaser the right to purchase an asset at pre-specified price and only has value if that price is below the market price. A put option works the opposite way. 75 A call option would enable a merchant selling Bitcoin denominated goods to be protected if the price increases. A Bitcoin put option would protect against Bitcoin price declines by guaranteeing the option to sell at a pre-specified price.
Options on commodities fall within the definition of "swap" under the CEA. 76 Accordingly, options are generally regulated as swaps. 77 However, just as CFTC regulation may not reach forwards based largely on their physical delivery of commodities, options that entail physical delivery are exempt from CFTC regulation, but only if they are traded between entities that include financially sophisticated parties and commercial users. 78 Accordingly, Bitcoin options used by qualifying entities may be exempt from CFTC regulation if they are structured to involve physical delivery.
III. BITCOIN DERIVATIVES FIRMS
Several firms offer (or purport to offer) market participants a variety of Bitcoin derivatives such as futures, options, and swaps. The following is a survey of such firms based upon information that is available through their website and other public sources. This analysis should not be construed as an endorsement of any firm or as implying that the firms are actually operational and offer agreements that function as claimed.
ICBIT is generally recognized as one of the largest Bitcoin derivatives firms, reportedly facilitating $15 million worth of transactions in May 2014. 79 ICBIT describes itself as "The First Ever Bitcoin Futures Market" where "Margin trading using futures contracts is available now to everyone." The firm's website further states that ICBIT provides a margin system with upper and lower limits within a trading session that are similar to any major futures exchange." ICBIT notes that the "typical" uses for its contracts are miners, merchants, and others to hedge Bitcoin price risk and for traders to speculate and arbitrage. Users do not purchase options or futures contracts from ICBIT itself but rather are matched with other buyers or sellers who have an opposite and corresponding risk profile. 80 As of October 5, 2014, ICBIT was offering five contracts, each dated monthly: October 2014, November 2014, December 2014, January 2015, and February 2015. Although described as futures, the contracts settle physically in bitcoins. ICBIT.se states its BTC/USD-4.14 contract is "Settled in BTC, quoted in USD" 81 and explains that for a party using their platform to take a short position in Bitcoin against the dollar, "if rate goes down he would get as many Bitcoins as it's needed to buy $6000 on the spot market." 82 On the unofficial FAQ, the description of ICBIT's clearing process also implied physical delivery. 83 Setting aside jurisdictional issues, ICBIT may be selling contracts that fall under the CFTC's jurisdiction. The fact that ICBIT labels the contracts futures, refers to itself as a futures exchange, and recognizes that the agreements may be used for speculation suggests that the contracts are futures. On the other hand, other facts indicate that ICBIT is selling forwards. ICBIT seems to only match traders and not serve as a central counterparty. In addition, the ICBIT contracts contemplate physical delivery of bitcoins and not cash settlement.
China-based Bitcoin exchange OKCoin began to offer Bitcoin-USD futures in September 2014. On the company's blog, OKCoin states that
Shortly following the launch of our USD order book we became the first major exchange to add a futures trading platform. We started off featuring three different contract types: weekly, bi-weekly, and monthly. Shortly thereafter we decided to add quarterly contracts as well due to customer demand. We have seen a strong response to our futures platform with our 24 hour volume reaching a high of ~60,000 BTC during this past week. 84 France-based BTC Oracle claims to offer Bitcoin binary options as a broker. Unlike standard options, binary options either pay out a fixed amount if the option expires "in the money" or nothing if it does not (such that the buyer loses their purchase price). BTC Oracle offers option durations of 15 minutes, 3 hours, 1 day, 3 days, 7 days. The maximum size per transaction is 1 Bitcoin. An option predicated on the rise of Bitcoin prices at the end of the time period will be paid out with a multiplier if the price rises, and not if the price decreases. The converse is true for options predicated on the decrease in Bitcoin prices. BTC Oracle describes as example of a trade on its platform in the following way:
If you buy an option for 1 Bitcoin on up3h (thinking that the price will rise 3 hours from now) with 1.9 price multiplier, and the price on bitstamp is 124.27$ at that time, then:
-If the price is 128.13$ after 3 hours (the option expires in-themoney), we send you back 1 * 1.9 = 1.9 Bitcoins.
-If the price is 123.87$ after 3 hours (the option expires not in-themoney), your Bitcoin is lost.
We look for the price at the exact time of the creation of the option. (The last trade before the option creation timestamp determines the price at a given time)
Even if your option starts at 123.12$ and the price at the expiration is 123.13$, then you win.
Conversely, we look for the exact price to check whether you lose. 85 Other firms offering binary options on Bitcoin include Trade Rush located in Gibraltar and anyoption based in Cyprus.
New Jersey-based TeraExchange offers a CFTC regulated, cash-settled Bitcoin-dollar swap. As the firm describes it, the contract is a bitcoin forward [that] is a short-term, cash-settled forward between two counterparties. On the contracted settlement date, the profit or loss is adjusted between the two counterparties based on the difference between the contracted rate entered into on trade date and the prevailing Tera Bitcoin Price Index on the agreed notional amount. 86 The TeraExchange contract is not centrally cleared. It also utilizes a proprietary bitcoin price index as part of its swaps transactions to ensure the price of the contract is not readily susceptible to manipulation. Although TeraExchange worked with the CFTC in developing the contract, it was not technically "approved" by the Commission but was rather self-certified pursuant to CFTC regulation 40.2(a).
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Another platform offering Bitcoin swaps is the British Virgin Island registered Bitfinex. The firm offers total return swaps that require one party to exchange an interest rate in return for obtaining synthetic exposure to the return of an underlying cryptocurrency. 88 Both legs of the trade are cash. On October 6, 2014, it was reported that New York-based SolidX raised $3 million to develop a total return swap also providing investors exposure to Bitcoin returns without being required to own actual bitcoins. 89 Hong Kong-based Bitcoin Mercantile Exchange, or BitMEX, is currently in development. Although details of BitMEX contracts are not yet public, based on statements on its website, and the blog posts and an interview of its founder and CEO Arthur Hayes, the firm will be offering bona fide Bitcoin futures.
Singapore-based BTC.sx is a platform that offers bitcoin-denominated margin trading. Users can deposit bitcoins to a wallet created by BTC.sx and can then speculate on Bitcoin price movements by opening long or short positions for varying lengths of time. 90 For each open position taken, users must hold deposits equal to the size of the trade multiplied by the price and by a measure of current market volatility. 91 This allows the BTC.sx platform to leverage each position at 100 times the value of the bet, allowing investors a broader possible return on each investment. 92 As of April 2014, the firm reportedly processed about $44 million in Bitoin-based trades. 93 By January of 2014, BTC.sx reported $35 million in total trading since its launch and an active user base of 3,300 traders. 94 Camp BX is another platform that offers margined Bitcoin trades by matching users' orders and not serving as a counterparty to any trade. It is headquartered in Alpharetta, Georgia.
IV. BLOCK CHAIN DERIVATIVES
As noted in the Introduction, Bitcoin is not just a digital medium of exchange or even only a decentralized payment system. Rather, the messages underlying Bitcoin transactions can be used for a wide variety of software-enabled "smart" transactions, including complex payments embedded in financial transactions such as loans and the recording and conveyance of property titles. A smart commercial loan, for example, could be set up to automatically deduct the principal and interest payments from a borrower's account, immediately accelerate full repayment if the borrower breaches a loan covenant, and adjust the interest rate based on changes to the borrower's creditworthiness.
A. Block Chain Smart Contracts
Smart transactions are possible in part because transactions that use bitcoins to communicate information are programmable. This means that parties can determine upfront the nature of their contractual relationship in various states of world and have that relationship automatically carried out without the parties having to engage in any monitoring, additional conduct, or legal enforcement.
Using software and technology to improve financial transactions and related services hardly new, however. Software assists and enables many aspects of the derivatives market. These include storing, monitoring, and disseminating information about prices and other market data, the performance, risk, and other characteristics of specific counterparties, and the value and risk of individual positions and entire portfolios. Software also enables parties to trade according to pre-programmed algorithms and assists in reporting and confirming trades. Software is used in the clearing of trades by, for example, automating various aspects of collateral management and trade matching by clearinghouses using standardized messaging protocols such as Financial Information eXchange (FIX) or Extensible Markup Language (XML). Indeed, a goal of many derivatives software providers is to provide fully automated "straight through processing" of transactions from order to settlement.
Despite the widespread use of software in derivatives markets, the bitcoin protocol may enable functionality that is currently not available. Contracts executed on the block chain are secure and publicly verifiable. The transactions are secure because, by using cryptography, the messages that communicate contract terms and contract performance cannot be reversed, tampered with, or corrupted. In addition, by using a public ledger, the transactions can be verified by, and communicated to, all market participants. Finally, because the block chain ledger is not operated by a particular institution but is decentralized, the bitcoin protocol enables transactions to take place without intermediaries. In effect, the block chain takes the place of an intermediary.
Although most block chain contract platforms are still works in progress, software developers have identified several features as being common to how they would operate. One feature is the use of multisignatures (multi-sig). With multi-sig, two or more parties are required to approve a transaction before funds can be released or some other aspect of the contract can move forward. A closely related feature is placing funds in escrow and not allowing them to be released until each party is satisfied with the performance of the other as reflected in a digital signature. Additional security could be added to a transaction by requiring the signature of a third or even more parties, who play a role in authenticating performance. Information and data can be incorporated into block chain contracts through the use of "oracles" that monitor prices, performance, or some other aspect of the real world. Oracles interact with a block chain contract by providing a digital signature that reflects some state of the world. Ripple Labs is developing an oracle that executes code in addition to providing information about the world. The potential benefit of this type of oracle is that it is able to provide complex decisionmaking without altering an underlying block chain protocol in a way that could compromise its speed or integrity. 95 
B. Block Chain Futures
Futures agreements are highly standardized and for that reason may be the first type of block chain enabled smart contract to be developed. Smart futures would not require an exchange or central counterparty to be traded, cleared, and settled. That is because these activities and the related decisionmaking would be embedded in the code that makes up the digital agreement. The following figure illustrates that traders would interact with a programmable futures contract built around the block chain instead of with an exchange: A smart futures contract would have all its terms (quality, quantity, delivery) be pre-programmed except for the price. The price for each contract could be determined by an algorithm that incorporates market data through an oracle. In addition, the 23 core principles that regulated exchanges must comply with could be programmed as part of each futures agreement. For example, the block chain could be programmed to prevent excessive orders and large positions that could manipulate or disrupt markets. In terms of risk management, once a customer establishes an account and deposits in a specified electronic wallet the bitcoins required to purchase or establish margin, the futures contract could automatically make adjustments to the wallet to maintain the margin and settle the agreement upon expiration.
A block chain based futures market could have advantages over a traditional exchange-centered market. First, trades may settle faster and at lower cost with no (or fewer) derivatives intermediaries. In addition, a block chain futures market may be less susceptible to manipulation because there would be no incumbent firms that stand to benefit from the revenues generated by bad actors. The block chain (or several interconnected block chains) may also allow for the formation of a single, globally integrated futures market that is not fragmented by customers, products, or disparate national regulatory regimes. Block chain based technology may also allow innovations to occur by connecting futures markets to other block chainbased markets. These could include not only other financial markets, but also commodity markets that, for example, automatically enter into futures trades on behalf of an agricultural producer if projected crop prices drop below a certain level. Bitcoin block chain and markets. One potential approach would be for the CFTC to treat block chain derivatives as no different from traditional agreements. This would entail, for example, requiring block chain futures to ultimately interface and be traded on a regulated exchange subject to its standard rules and procedures.
Another approach would be for the CFTC to exempt certain block chain derivatives from the scope of the CEA. The qualifying transactions would be those that meet CFTC policy objectives as a result of the applicable rules embedded in the underlying code. In such a case, an additional layer of rules from the CFTC's regulatory regime would be unnecessary. This approach seems preferable because it does not compromise the CFTC's goals while at the same time fostering innovation.
V. CONCLUSION
As the Bitcoin market matures, there may be less of a need for derivatives to reduce price volatility due to prices becoming more stable. But for now, at least, Bitcoin derivatives serve the very real purpose of furthering the widespread adoption of a digital commodity that in all likelihood has enormous innovative potential. In addition to derivatives that reference Bitcoin, block chain enabled smart derivative contracts may potentially provide broader innovations that lead to fundamental improvements in the way derivatives are traded and markets are organized. Accordingly, the CFTC should approach regulating Bitcoin and block chain derivatives in a way that that is sensitive to the potential of Bitcoin and other distributed ledger technologies. 
